IHJIAH-KOHCIIEKT

K MPOBEACHUI0 KOMILIEKCA NMPOPUIAKTHYECKUX MEPONIPUATHI
«lexkana kudepoe3zonacuoctu «Kubdepderm»
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BBEJEHUE

[loBceMecTHOE BHEAPEHUE U  HCMOJIb30BAHME  KOMIIBIOTEPHBIX
MH()OPMALIMOHHBIX TEXHOJIOTHH, O€3yCIOBHO, CO3/1a€T BO3MOKHOCTU ISt
oosee A(PGEKTUBHOTO pPa3BUTUSI DKOHOMHUKH, IIOJIUTHKH, OOIIECTBA U
rocyaapctsa B 1esioM. OqHaKo COBEpPIICHCTBOBAHKUE M IPUMEHEHNE BHICOKHUX
TEXHOJIOTMI TPUBOAUT HE TOJBKO K YKPEIUICHHI0 HHPOPMAIIMOHHOTO
oOIIIeCTBa, HO M TOSIBJICHUIO HOBBIX YIpO3, OAHOM M3 KOTOPBIX SIBIISIETCS
KOMIIBIOTEPHAs MPECTYIHOCTb.

DOKCIOHEHIIMATBHO  YBEJIWYUBAIOIIUMCS TOTOK HUHGOpPMALUU |
npeobnaganue 1udpoBol uHGOpMaMu B 00pa3oBaTEIBLHOM  cpefie
COBPEMEHHOM IIKOJIBI aKTYaU3UPYIOT MpoosieMy NpoduIakTUKU 1U(poBoi
0€30MacCHOCTH COBPEMEHHBIX IIKOJbHUKOB. Oco0oe MecTo B JaHHOM
BOMIPOCE  NPUHAMICKUT  npoduiakTuke  MUGPOBOM  3aBUCUMOCTH
IIKOJIbHUKOB, TOCKOJBKY JETH IMPOBOJAT B MHTEPHETE JOBOJIBHO MHOIO
BPEMECHH.

Kak n3BeCTHO, UHTEPHET HE TOJBKO COACPKUT MHOKECTBO IMOJIE3HOU
uH(popMaIuy 1 IPeAOCTaBIsIECT BEIOOP pa3BICUEHUM, HO U TAUT MAcCy yIrpos,
KOTOpPbIE MOTYT TOBJIMATh M Ha MaTepUaIbHOE COCTOSHHE CEMbHM, U Ha
MICUXOJIOTUYECKOE 3/I0OPOBBE JICTEH.

Ha Tekymuii MOMEHT BO3pacT HWHTEPHET-TIOJIH30BATENSI CHU3HIICS
HACTOJIHKO, YTO MOPOM MATWIICTHUE MAJIBIIIN O0OPaIIatOTCs ¢ KOMIIBLIOTEPOM U
MOOWJIBHBIMH YCTPOWCTBAMHU OoJiee JIOBKO, uyeM B3pocibie. [loMmumo Bcex
U3BECTHBIX IMOJOXUTEILHBIX MOMEHTOB, HHTEPHET HECET B ce0€ OMacHOCT,
KOTOpasi MOKET 3aTPOHYTh Ja)Ke MOJIb30BATEJICH MIIAJIIIEro JOIIKOILHOIO
BO3pacTa.

PaccMOTpuM OCHOBHBIE YIpO3bl, KOTOPBHIM IMOJBEPracTCsi MOJIOACKD B
COBPEMEHHOM KHOEPIPOCTPAHCTBE.

1. BULIUHT

BumuHr — oJMH K3 METOAOB MOIIEHHUYECTBA C HCIOJb30BAHUEM
colaabHO MHXXeHepuu. OH 3aKJII0YaeTCss B TOM, YTO 3JI0YMBIIUICHHUKH,
UCIIOJIB3Ys TeIe(OHHYIO CBSI3b M BbIJIaBasi ce0sl 3a COTPYIHUKOB OAHKOB (MU
MIPaBOOXPAHUTENIEH, YTO OCOOCHHO YacTO MPOUCXOJUT B MOCIIEIHEE BPEMS),
NoJ, Pa3IUYHBIMU MPENJIOraMU BBIACHSIOT Yy NOTEPHEBIIMX CBEACHUS O
HAJIMYMM OaHKOBCKUX IIaTeXHBIX KapTouek (mamee — BIIK), cpokax mx
nerictBust, CVV (CVC)-kogax, macoOpTHBIX AaHHBIX, CMC-KOJAaX C IEJIbIO
XUIIEHUSI JICHEXKHBIX CpeiacTB. B  psjge ciyyaeB 3710yMbIIIJIEHHHUKAM
U3BeCTHBI HeKoTOopbie pekBU3UTHI BIIK, a Takke aHKETHbIE JaHHBIE JIMII, HA
UM KOTOPBIX OHU YMUTHUPOBAHBHI.

B OonpmMHCTBE cllydaeB MPU COBEPIICHUH 3BOHKOB MOTEPIIEBIINM
MPECTYNMHUKU UCTIONB3YIOT [P-Tenedonuto, koTopast mo3BoJsieT MaCKUpOBaThH
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TeneoHHBIE HOMEpA IMOJT HOMepa OEIOPYCCKUX OIepaTopoB cBszu. Kpome
3TOr0, 3a4acTyI0 3JIOYMBIIUICHHUKH HCIIONB3YIOT MecceHmmkepbl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXKHOCTH  HCIIOJIb30BaHUS
BUPTYaJIbHBIX HOMEPOB. Takke MPECTYIMHUKHA MAaCKUPYIOTCSI MO JIOTOTUIIOM
y3HaBaeMbIX OEOpYCCKUX OAHKOB, BBOJIA B 3a0JyKJACHUE MOTEHIIMATbHBIX
KEPTB.

3/I0yMBINIJICHHUKN 3BOHAT JKEPTBE W OT HMEHHM OaHKOBCKOTO
COTPYJIHHUKA COOOIIAIOT, YTO HEOOXOIUMO OCYIIECTBUTh KaKHe-JTH00
nericteuga ¢ BIIK, Tak kak KTO-TO JIHOO MBITACTCS IIOXUTHUTE C HEE JICHEKHBIC
cpeacTBa, OO0 OGOPMIISET KPEAuT, JUOO MPOU3BOIUT TMOJO3PHUTEIHHYIO
orutaty. 3aBlIaJicB PEKBU3UTAMH KapThl, MPECTYIMHUKHA OCYIIECTBISIOT
XUIIEHUE JICHEKHBIX CPEJCTB ¢ OAHKOBCKOTO CUETa MOTEPIICBIIIETO.

B mocnemnee Bpems HauOosiee akTyalbHas cXeMa — MOOYXJICHUE
XKEPTBBI OTKPHITh KPEAUT. 3IIOYMBIIIIEHHUKH COOOIIAIOT )KEPTBE O TOM, YTO
SKOOBI KTO-TO TIOCTOPOHHHH MBITAETCS OTKPBITh KPEAUT HA €€ UMS, U JIJIS €r0
JIeaKTUBAIIUM HEOOXOIMMO CaMOCTOSITeIbHO OOpaTUThCSA B OAHK M OTKPBITH
KPEJIUT, TIEPECIIaB BIIOCIEACTBIUN PEKBU3UTHI CUCTA.

2. ©DUIIUHI

@OVIIUHT — BUJ] MHTEPHET-MOIIICHHUYECTBA, IIEJIHI0 KOTOPOTO SIBJISETCS
MOJIy4YeHHE JOCTyna K KOH(QUICHIIMAILHBIM JaHHBIM IOJIb30BaTEIe —
JoruHaM U napotisiM. DUIIMHT UCMOJB3YETCS I MOJYyYEeHUs TOCTyla K
YYETHBIM 3alKUCAM TOJIb30BATENIE CcaMbIX pa3IMYHBIX PECypcoB, HO
3a4aCTyI0 OH MPUMEHSETCS ISl XUIICHUS TaHHBIX MOJIb30BaTENIEN TOPTrOBBIX
OHJIAMH-TIJIOIIAIOK.

s 2TOTO 370yMBIIIJIEHHUKH TMOJMEHSIOT CTPAHMILy HCHOJIb3YEeMOTO
YKEPTBOU MHTEPHET-CEPBHUCA HA MOIICHHUYECKYI0, KOTOPasi BHEIITHE SIBJISICTCS
JBOMHUKOM OpuruHaja. OUIIUHTOBas CTPAaHUIIA MOXXET UMETh CXOJICTBO C
pazabeiMu cepBucamu: Kufar, benmoura, cinyx60it nocraBku, 6ankamu, EPUIIT
U T. 1. B COOTBETCTBUM C 3TUM MOKET MCIOJb30BATHCS PA3HBIN MPEJIOT IS
repexojia Ha CTPaHMIly MPECTYMHUKOM (3a0paTh 3a4MCIICHHBIC UM JICHBIH,
MOJATBEPAUTh IOJIYyYEHHE IIOCBUIKM Ha II0YTE€ WM B CIYKO0€ JOCTaBKH,
MOATBEPAUTH TPHUEM CPEJICTB HAa OJHOM M3 OaHKOBCKHX CEPBHCOB H T.I.).
HeBHuMaTeNbHBIM HHTEPHET-NOJB30BAaTEIb MOXKET U HE 3aMETUTh MOJIMEHBI,
TaK KaK TMOJIOOHbIE CTpPAaHUIBI BU3YAJIBHO CXOXH C 0OhOpMICHHUEM
OpPUTMHAJIBHBIX caiToB. Korma mosnb3oBaTelh 3aXOJUT HA  TaKylo
NOAACIbHYI0 CTPAHMILy W BBOJIUT JIOTMH M MapoJib, OHU CTAHOBSITCS
JIOCTYITHBI MOIIICHHUKAM.

CToutr OTMETUTh, YTO MPUMEHSIEMasl 3JIOYMBIIUICHHUKAMU CXeMa
XUIIEHUN XapakTepHa He ToyibKo Jisi benapycu. CTonp Ke CUCTEMHO 3TH
NPECTYIUICHUSI COBEPIIAIOTCS B OTHOIIEHUM TMOJb30BATENEd CXOXKHX
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peCcypcoB, OpUEHTUPOBAHHBIX Ha UHBIE TocyaapcTBa CHI': Poccun (avito.ru),
Ykpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

3. CBATUHI'

CBaTMHr — 3aBEIOMO JIOKHBIM BBI30B MOJIMIIMHA, aBapUKHO-
cracaTeldbHbIX CIYKO, NyTeM (albIIMBBIX JOXKHBIX COOOIIEHHI 00
OMacHOCTH (Hampumep, 0 MUHUPOBAHUU, YOUNCTBAX, 3aXBaTe 3aJI0’KHUKOB).

CBaTUHI B NEPBYIO OYEPENb PACIIPOCTPAHEH B CpPEJE, T1I€ JIO/IH, Yalle
BCETO MOJIO/IbIe, OOBEIUHAIOTCS M0 KaKMM-To LensaM. Hanpumep, B oHmaiin-
urpax. ¥ HMX €CTb TEPMHUH «BBI3BATh MHJIMILIMIO HAa JIOM» — KOTJa JUIsl TOTO,
4yTOOBl, K NpUMEpY, [0CaAUTh OOMJAYMKY, €My Ha JOM BbI3bIBAIOT
IpaBOOXpaHUTENeH, MO0 COOOIIAIOT O MUHUPOBAHUM KaKOT0-IHM00 00BEKTA.

B mocnegnue roapl cBaTMHr M3 3a0aBbl JIOOUTENEH OHJIAMH-UTD U
XaKepoB MPEBPATWICA B MACCOBOE SIBJICHHE U OOJIbIIYI0 HpoOJieMy st
PaBOOXPAHUTEIBHBIX  OpPraHOB  pa3nuyHbIX  cTpaH. (OOliecTBeHHas
OMACHOCTh TAaKUX JESHUN COCTOUT B TOM, YTO 3aBEJAOMO HEJOCTOBEPHBIE
CBEICHHS [I€30pPTraHu3yI0OT HOPMAaJbHYI0 paboTy OOBEKTOB TpaHCHOPTA,
MPEINPUATHN, TOCYJAapCTBEHHBIX OPraHOB M YUYPEXKICHUW, OpraHu3anuu
HE3aBUCUMO OT (OpMbI COOCTBEHHOCTU. B CBOIO ouepenb, 3TO MPUUUHSET
CYILIECTBEHHBIM 3KOHOMUYECKUI BpeJ] Kak CyObeKTaM X035ICTBOBAHMUS, TAK U
rpaxxganaM. [lpu 3Tom mHbOpManus 0 BO3MOXKHOM B3pbIBE, MOIXKOIe OO
UHBIX JIEUCTBUSAX, NPEANOJararolux TIKKUE TMOCIEIACTBUS, CIOCOOHA
NOCESITh MAaHUKY CPEIu HACEJIEHUS M BHECTH HEY/N0OCTBa B MOBCEAHEBHYIO
KU3Hb.

CrouT OTMETUTh, YTO OTBETCTBEHHOCTh 3a 3TO MHPECTYIICHUE
Hactymnaet ¢ 14 ner. Hakazanue — mrpad, apect, orpanuyeHue cBoOOAbl Ha
CPOK N0 TSATH JIET WIM JIMIIEHHWE CBOOOABI Ha CpPOK 10 cemu Jer. Ecim
pebeHKy, COOOIIMBIIEMY O JIOKHOM MUHUPOBAHUU, HE UCIIOIHWIOCH 14 Jer,
HACTyNaeT aJMUHUCTPATHMBHAs OTBETCTBEHHOCTb pOJUTENEH, a peOeHKa
CTaBAT Ha y4€T B MHCIEKIIMIO 110 JIeJIaM HECOBEPIICHHOJETHHUX.

4, IAOC-araku

D0oS — 310 araka Ha BBEIYUCIUTEILHYIO CHCTEMY C IIEJIBIO JIOBECTH €€
JI0 0TKa3a, TO €CTh CO3/IaHME TaKUX YCIIOBHH, TP KOTOPHIX TOOPOCOBECTHHIE
MOJIb30BATEM CUCTEMBbl HE MOTYT MOJIYYUTh JOCTYH K MPEJIOCTABISIEMbIM
CUCTeMHBIM pecypcaM (cepBepaMm), JHOO H3TOT JOCTYNm 3aTpyJaHeH. B
Hactosimee BpeMss DoS m DDoS-ataky momyisipHbl T€M, YTO IO3BOJISIOT
JIOBECTH JI0 OTKa3a MPAKTUYECKH JIFOOYIO CUCTEMY .

OOBIYHO aTaka OPraHU3YyeTCs MPH TOMOIIU TPOSHCKUX IPOTPaMM.
[IpenBapuTenbHO  TPOSHBI ~ 3apa)kKalOT  HEJOCTAaTOYHO  3allUIIECHHBIC
KOMITBIOTEPhI OOBIYHBIX IOJIb30BaTEIe W MOTYT JOBOJBHO JOJITO€ BpeMms
HUKaK ce0s He MPOSBIIATH HA 3apaKCHHOM KOMIIBIOTEpE, 0XKHJasi KOMaH/IbI
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OT cBoero xo3simHa. KoMmmbioTep MOKET MOJBEPTHYTHCS TAKOM aTake IMpu
MOCEIICHUH PA3IMYHBIX 3apaKEHHBIX CAWTOB, MPHU MOJYYCHUH AJIEKTPOHHOU
MOYTHl WIH MPU YCTAHOBKE HEIUIIEH3MOHHOTO MPOrPaMMHOT0 00ECIeUEHUSI.
Korzaa 310yMbIIUIEHHUK COOMPAETCsl HA4aTh aTaKy, OH JA€T KOMaHAy, U BCE
paHee 3apa)KeHHbIE KOMIIBIOTEPHl HAYMHAIOT OJHOBPEMEHHO CJIaTh 3aIlpOChI
Ha CaUT-XKEPTBY.

HaubGonee wmaccoBas DoS-ataka B benmapycu Obuta mpousBeneHa
SKCTPEMUCTCKMMH KaHanamu B 2021 roay. 3nMOyMBINIIIEHHUKH, HAMEPEHHO
yTauBasi “HGOpMaILUO 00 YroJOBHOM OTBETCTBEHHOCTH 3a ydactue B DOS-
aTake, TPUBIEKIM K YydyacThui0 B Hed Oomee 10 Thicsy TpaxkaaH
(OpeuMynIeCTBEHHO M3 4uciaa Mojionaexku). [IpakThuecku Bce y4YaCTHHKHU
3TOr0 MPOTUBOMNPABHOTO JCHCTBUS OBLIM YCTAaHOBJIEHBI, a HauboJiee
AKTUBHBIC U3 HUX OBLIU MPHUBJICUCHBI K YTOJIOBHON OTBETCTBEHHOCTH.

5. TPYMMHI'

I'pyMHHI — 3TO BXOXIEHHE B3POCIIOT0 YEIOBEKA B JIOBEPHUE K PEOCHKY
C 1EJbI0  CEKCyaJbHOTO  CaMOYAOBJETBOPEHHUS.  3JIOYMBIIUICHHUK
JTYMCTAHIMOHHO HAITyIbIBA€T CBsA3b C PEOCHKOM Yepe3 COIMAJIbHBIC CETH,
MECCEHKEPhI, OHJIANH-UTPBI, DJIEKTPOHHYIO TIOYTY. 3aTE€M MOKET BBIHYIUTh
pebenka mnpuciaate QororpaguM HUHTHUMHOTO XapakTepa, BOBJIEYb B
U3TOTOBJICHUE MMOPHOTPpaUUECKUX MATEPUaAlIOB, CKJIOHUTh K HWHTUMHOM
BCTPEUE B PEAIBHOCTH.

OT rpyMHHra OTJIWYAIOT CEKCTMHI — JTO TEpechlKa JIMYHBIX
dbororpaduii, CcOOOIMIEHUH  HWHTUMHOIO  COJICp)KAHHS  ITOCPEACTBOM
COBPEMCHHBIX CPEJICTB CBSI3U: COTOBBIX TEJIC(POHOB, IIEKTPOHHOH ITOUTHI,
COIMAIbHBIX HHTEPHET-CETEH.

[Topoit mox BIUSTHUEM CUTYaALIMU WIIA SMOLUM, MOXKET IMOKA3AThCs, YTO
nepeciath Takue ¢GoTo — Xopomras uaes. Yamie Bcero mapHu U ACBYIIKH
JnenarT 3T0 (QuuUpTys, MOAAABIIMCh HACTOMYMUBBIM YIrOBOpaM, IBITASICh
pa3Bieyb CBOMX JIPy3€H, UTOOBI MOTYUYUTh UX IPU3HaHUE (Yalle MepechlialoT
gykue POoTo, 4TOOBI MOXBACTATHCSA), MM K€ MPOCTO OTOMCTHUTH. ITa M,
npsAMO  CKaXEM, HE OYeHb XOpollas: 3JO0yMBIIIJIEHHHUK  MOXET
BOCTIOJIb30BaThCS TAKOW JJOBEPUUBOCTHIO BO BPEI.

6. KHBEPBYJIJIMHI'

KubepOyJsiuHT — TpaBJIs MMOJIB30BATEls Yepe3 BCE KaHAIbl CETEBOTO
OOIIeHNs: COIHMaNbHBIC CETH, (OPYMBI, 4YaThl, MecCeHKephl. [IpoBOIUTH
TPaBII0 MOTYT KaK OJHOKJIACCHUKH, HWHTEPHET-APY3bs M T.JO., TaK H
COBEPIIICHHO MTOCTOPOHHUE JTFOJIH.

Drta dopMma IMCUXOJOTHYECKOrO0 Teppopa MOXKET NPUHUMATH DPa3HbBIC
o0JMMuus: OCKOpOJIEHUSI 4Yepe3 JHUYHbIE COOOIIeHUs, MNyOauKauus u
pacrpocTpaHeHre KOH(GHUISHIIMATBLHON, TPOBOKAIMOHHOW HWH(pOpPMAIUU O
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KepTBe;, (u3mdeckas arpeccuss W Tak nganee. [IpuumHbl KMOEpOyJIMHTA:
qyBCTBO MTPEBOCXO/ICTBA, 3aBUCTh, YYBCTBO MIPEBOCXOJICTBA HAJl COTIEPHUKOM,
qyBCTBO COOCTBEHHOH HETIOJHOIICHHOCTH, CAaMOPEaTN3aIHs.

Oco00 crnenyeT OTMETHTh CIOCOO BO3ACHCTBUA 3alpElICHHBIM
KOHTEHTOM. PeOeHKy MOryT mokas3plBaTh MOpPHOTpa(UUYECKUE MaTepHalbl,
HAHOCS yIIepO TMCUXHKE, TaK KaKk M300paKeHHOE CO BPEMEHEM MepecTaHeT
BOCIPUHUMATHCS PEOCHKOM KaK aMOpalibHOE MOBEJICHUE.

Yrpo3a HOBOTO BpEMEHHM — TaK Ha3bIBaeMble rpymnmbl cMeptu. M XoTs
OOBIYHO CO3JATEIIIMH TAaKWUX TPYMI SBISIOTCS CaMU IMOAPOCTKH (Ielbh —
«xaumy, Kaxkaa OCTPhIX OLIYIIEHUH, KEJIaHUe JOMUHUPOBATH U YIPABIATH
IpyruMHu), B MOJOOHBIX TIpynmax co3Aaercd OJIaronpusTCTBYIOLIAs
aTMocdepa s KyJIbTHBUPOBAHUS CYUITMAATEHBIX HAMEPECHUIA.

7. MOINIEHHUYECTBO B COILICETSIX
B nacrosiiiee BpeMs 0c000 akTyallbHOM CTaHOBUTCS MpoOJieMa 3alluThl
AKKayHTOB B COIMAJIBHBIX CETAX W MPOTHUBOJACHCTBUS Pa3IUYHBIM (hopMaM H
BHaM MolleHHn4YecTBa. Hanbosee TUIIMYHBIE CIIOCOOBI OOMaHa B COILICETAX
CErOJIHS TAKOBHI:

Ilpeoonnama
3JI0yMBIIIJICHHUKH pa3MeNIaloT OOBSIBICHHUS O MPOAAKe KaKUX-THOO
TOBApPOB 1O OPOCOBBIM II€HAM, HO JIJIsl €r0 MOJydeHUs (IKOOBI MOCPEICTBOM
MOYTOBOM TEPECHUTKH WM CIY>KOBbI JTOCTaBKH) TpPeOyeTCsl MepeyurciaeHue
npeaoruiaThl WK 3aJaTKa Ha YKa3aHHBIE «IIPOJIaBIOM» OAHKOBCKYIO KapTy,
ANEKTPOHHBINA Komenek. OOBIYHO MOce MEePEYUCICHUS 0KHIAeMbId TOBap
TaK U HE MOCTYIAET, a «IIPOJIABEL» NEPECTAET BHIXOJUTH HA CBS3b.

Hlanmasic u evimozamenbcmeo

B HekoTOphIX cly4dasx 3J0YMBIIIJIEHHHUKA MOTYT  yIpOXaTb
pasrialieHueM Pa3uyHbIX KOMIPOMETUPYIOIIUX CBEICHUN C IEJbIO
BBIMOTaTEIbCTBA.

CoumanbHble CETH — 3TO KiIaJe3b MEPCOHAIBHON HH(MOpPMALMU O
yenoBeke. [loaydynB HECAaHKIIMOHUPOBAHHBIA JIOCTYNl K CTPaHHUIAaM B
COI[MAJIbHBIX CETAX, I[EPENUCKE DJICKTPOHHBIX TMMOYTOBBIX SIIUKOB U
00JIauHBIM aKKayHTaM U 3aBJIaJIEB M300paKCHUSIMU, HE TIPeIHA3HAYCHHBIMU
I MyOJIMYHOTO TIPOCMOTpA, MPECTYNMHUKH BCTYIMAKOT B TMEPEMHUCKY C
NOTEPIEBIINMU, TpeOysi pa3Hble JIEHEXHbIE CYMMBbl M Yrpoxkas B CiIyyae
0TKa3a paclpoCTPaHUTh UX B UHTEPHETE.

Ounaiin-uzpul
Nunyctpus mpou3BOJICTBA UTP JUISl MEPCOHAIBHBIX KOMIIBIOTEPOB U
MOOHWJIBHBIX Ta/KETOB JIaBHO CTajl0 BBICOKOJOXOJHBIM OuzHecoM. He



VAUBHUTENBHO, YTO TIOBBIIICHHBIM BHUMAaHHEM OHAa TMOJB3YETCS H Yy
MOIIEHHHUKOB. [[€HHOCTh TYT MPEACTABISIOT U aKKAayHTHI MOJb30BATENICH, K
KOTOPBIM HEPEAKO IpuBs3aHbl pekBU3UThl BIIK w1 mokynmku HWrpoBbIX
MPEUMYIIECTB, M KOJUICKIIMOHHBIC TMPEIMEThl, KOTOPhIE HIPOKH TaK¥XKe
HEPEJIKO MPUOOPETAIOT 32 pealibHbIC JICHBIU.

8. COBETHI 110 BE3OITACHOCTHA
CyIIecTBEHHYIO YacTh CBOCH JKM3HU COBPEMEHHBIE JACTH M MOJPOCTKU
NPOBOASAT B HHTEPHETE, a 3HAuUT O3 0a30BBIX 3HAHUK B 00JACTH
KrOepOEe30MacHOCTH UM, KaK U B3POCJIBIM, HE 000UTHCh. UeM paHbliie HaYaTh
PUBMBATh HaBBIKU O€30MAaCHOTO B3aWMOJIEHCTBUSI C BUPTYaJIbHOU CpPENOH,
TEM MPOYHEE OHM YCBOATCSI. WM CTaHyT TakMMH K€ €CTECTBEHHBIMH, Kak
MBITBE PYK.

Cogemosamuvcsa c pooumenamu
Ecnn pebGeHok XoueT 3aperucTpUpoBaThCS Ha KaKOM-IHOO caiiTe,
co3fgaTh TPo(miIb B COLHMAIBHOW CETH W BBUIOKHUTH CBOM (poTtorpaduu,
Jqydlie Tepea ATUM IIOCOBETOBATHCSA C POAUTEISIMU. B3pocibliii yemoBek
CMOJKET JIy4Ille MPOaHaIU3UPOBATh CUTYAIlUIO M MOHAThH, OTIACEH JIM CaWT, a
Tak)ke TIOMOYb BBIOpaTh CHHUMKH, KOTOPBHIE MOKHO BBIIOKHTH Ha BCeoOIee
0003peHue.

Yemanoeumo oucmanyuonnviit konmposns
OYHKIIUA  «POAMTENbCKOI0  KOHTPOJs» — 3T0 M Kak

cnenuanuzupoBannoe 10, Tak u yciayru mpoaiiiepa, KOTOpbIe BKIIOYAET B
ce0s cTaHAapTHHIN HA0Op QYHKIMI. A ©IMEHHO:

- OorpaHWYeHHE BPEMEHHU HaXOXKJICHHs peOeHKa B CETH;

- OrpaHWYEHHUE BPEMEHH IT0JIH30BAHMS KOMITBIOTEPOM;

- BO3MOXKHOCTBH CO37[aHUs rpadyka C JOMyCTUMBIMH YacamMu paboTHl B
TEUYCHUE JHS;

- OJIOKHpPOBKa CalTOB C 3aMPENICHHBIM KOHTEHTOM,

- OrpaHWYeHHWE Ha 3alyCK MPUJIOXKECHWH (HAmpuMep, WP U HWHBIX
MPWIOKEHN) U YCTAHOBKY HOBBIX ITPOTPaMM;

Bepeub nuunvie oannvie
Jlaxxe eciu peOEHOK JTyMaeT, YTO XOPOIIO 3HAET YEJIOBEKa, C KOTOPHIM
oO1iaercsi OHJAlH, HE HYXHO paccKa3blBaTh IMOJAPOOHOCTH O cebe U O
ponutensix. Homep tenedona, aapec, HoMep MIKOJIBI U Kacca, MECTO pabOThI
poautened U ux rpaduk, Bpems, KOTa B KBAPTUPE HET B3POCIHBIX, a TAKKE
JaHHBIE W3 JTOKYMEHTOB, HOMEpa OaHKOBCKHMX KapT — TaKyr HH(GOpPMAIUIO
HU B KOEM CITyJae HeJlb3s IepeaaBaTh APYTUM JTFOISM.
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He oenumubca ungpopmavueil o 3naKkomplx

[IpaBuio, NpUBEAEHHOE BBIIIIE, PACHPOCTPAHSIETCS U HA APYTUX JIOJIEH.
He Hy>»HO paccka3bIBaTh Mpo py3el U OAHOKIACCHUKOB, COOOIIATh, T/Ie OHU
KUBYT W Yy4arcsi, Kakue KpyKKH TmocemarT. Henp3s mnokas3piBaTh HUX
dboTorpaduu — H1 BBIKJIQJIBIBATH UX B CBOMX MNPOPUISLX B COIUAIBHBIX CETSX,
HU TeM 00Jiee B YaCTHOM MEPEIUCKE.

Ecnu xodercs BBUIOKHUTH TpynmnoBoe (oOTo C Mpa3gHUKa WU
TPEHUPOBKU, CHAyajla CTOUT OOCYAUTh 3TO C TEMH, KTO H300paK€H Ha
cHuMKe. WM nydmie, ecnm OoHM CcOOOIIAT POAUTEISAM, UYTO Takoe (oTo
myOJIMKYeTCsl B MHTEPHETE.

Dunvmposamsv unhopmayuio
MOIIIEHHUKH aKTUBHO MCHOJI3YIOT MHTEPHET B CBOMX MHTEpecax. OHu
MOT'YT OOMaHBIBATh JIIOJIE U MAaHUIYJUPOBATH UMHU, JIaBsi HA YKAJOCTh WIH
ctpax. [losToMy Hag0 HAYyUYUTHhCS CKENTUYECKH OTHOCHUTBHCA K JIHOOOM
uH(pOopMaIiU, pa3MEIIeHHON B HHTEPHETE, U HE JIOBEPATH CJIEMO BCEMY, UTO
Tam IULIYT.

Yupasiaenue «K» MB/I Pecnnyosiuku besapycs



